How are you involved in the process of
purchasing network and Internet security
products for your company?

:

Evaluate products
Specify/recommend products

Determine the need

Establish the
technical specifications

Specify/recommend brands

Oversee installation
and maintenance

Perform installation
and maintenance

Approve purchase
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Which product areas do you outsource?
Firewalls
Virus protection
Vulnerability-assessment tools
VPNs
PKI
Application-level encryption
Strong authentication products

Intrusion-detection systems
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Does your security approach more
closely resemble a multivendor/best-of-breed
approach or a single-vendor approach?

Single vendor
PARG)

Multivendor/best-of-breed
78.4%

How often do you review/update
your policies?

Monthly
19.8% ] Xgrzy 0zften

1% No formal
review process
20%

Network Security Poll Results

How many employees
are in your organization?

50 to 99

Less tt]]an 50 8% 100 to 499
14% 25.6%
20,000 or more

11.2% 500 t0 999

1,000 to 4,999 9.3%
18.7%

5,000 0 9,999

0,
10,000 to 19,999 o7
5.6%

Which of these do you plan to
deploy in the next 12 months?

Intrusion-detection systems
VPNs
Vulnerability-assessment tools
PKI

Application-level encryption

Strong authentication products

Firewalls

Virus protection
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Is your current approach to security

(multivendor/best-of-breed or single-vendor)

the most preferred one?

No
17.6%

Do you have a dedicated IT security staff?

Which network and Internet security
products has your organization deployed?

Virus protection

Firewalls

VPNs

Application-level encryption
Intrusion-detection systems
Vulnerability-assessment tools

Strong authentication products

PKI
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Which services do you plan

to outsource in the next 12 months?

VPNs

Intrusion-detection systems
Vulnerability-assessment tools
Firewalls

PKI

Application-level encryption
Strong authentication products

Virus protection
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Do you have written information,
computer and network security policies
in your organization?

Are security jobs rolled
into existing IT positions?

What percent of your IT budget
is allocated for your deployed network
and Internet security products?

Firewalls

Virus protection

VPNs

Application-level encryption
PKI

Strong authentication products

Intrusion-detection systems

Vulnerability-assessment tools
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Rank the following security solutions
in terms of deployment priority

]

0 20 40 60 80
Percent ranked
1 or 2 (1=highest priority)

Internet servers (including
Web servers, e-mail servers
and gateway servers)

Intranet servers (internal Web,
file, print, e-mail and database)

Mobile or remote users
(systems and access)

Extranet connections (to customers,
suppliers, remote sales force)

Restricted-use servers
(back-office applications)

Are the written security policies
in your organization...

Up to date?
Relevant/realistic?

Effective?
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B Yes HENo B Don’t know

When driving out your security policy,
which phrase best represents your
apprehensions or priorities?

Go ahead,
try to hack my network
48.8%

[ wish I'd

Go ahead

followed allmy ' Wish I till and hack
: had m
college friends splankie” my network
and become 12’;.0}9 10.4%
ahacker 570
24.3%
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