
and Network ICE) are shipping prod-
ucts that can monitor networks at
slightly more than 100 Mbps, but
nothing we’ve seen is close to inspect-
ing at gigabit levels yet.

All this said, however, it is impor-
tant to realize where the upper end
of network-based IDS products lies
and whether that upper end matters

to you. We’ve seen organizations de-
bate load thresholds for months only
to discover that their entire e-com-
m e rce delivery segments rarely go
above a few thousand packets per
second over little more than a few
T1 lines. 

Unless you are pushing a serious
amount of traffic, most of the net-
work-based products will keep up
with your external network connec-
tions when deployed on modern - d a y
h a rd w a re. 

So What I s IDS Good For?
B e f o re  answering this  question,
allow us to ask you two more first:
One, do the administrators in your
o rganization read your system logs?
Two, do you know what is going on
a c ross your network? If the answer
to either of these is “no,” you alre a d y
have a good case for investigating
IDSes. Truth be told, most org a n i z a-
tions are flying blind. They don’t
watch their logs,  they operate in
switched environments without the
capability of sniffing, and they hope
nothing bad is going on but have no
way to alleviate their fears. Intru-
sion-detection technology can help
these organizations address these
p ro b l e m s .

T
o d a y ’s IDSes are excellent at
p roviding statistics on pro b e
and attack trends for both ad-
ministrators  and managers.

They are good at  detect ing and
watching low to moderately skilled
i n t ruders. Some of the host-based
p roducts help with log consolidation
e ff o rts. However, IDS technology is
not going to solve all your security
p roblems. I t’s  not even going t o
come close. Organizations need to
first ask themselves what they plan
on getting out of IDS technology.
Then they need to plan for it.

B e f o re taking the plunge into an
IDS deployment, do some security
s o u l - s e a rching. Does intru s i o n -
detection technology fit into your
security game plan? Can your ad-
ministrators support it? Have you re-
alistically thought out how it will im-
pact  your environment?  Is your
deployment budget realistic? Finally,
can your organization benefit fro m
the technology? While you’re still
justified in asking, “Is the IDS indus-
t ry mature enough for serious con-
sideration?” you might be better off
asking, “Is our security strategy and
personnel mature enough for today’s
i n t rusion-detection systems?” 

G reg Shipley is a Chicago-based consul -
tant. Send your comments on this art i c l e
to him at g s h i p l e y @ n e o h a p s i s . c o m .
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IDS Specifications
Type Platform

Anzen Computing:
Anzen Flight Jacket Network Appliance

Axent Technologies:
NetProwler Network Windows NT
Intruder Alert Host AIX, Digital Unix, HP-UX,

Irix, NCR, NetWare, Solaris,
SunOS, SVR 4, Windows NT

Cisco Systems:
Cisco Secure IDS 4210/4230 Network Appliance
Cisco Secure IDS Module Network Catalyst 6000
Cisco IOS Firewall Feature Set Network N/A

Computer Associates International:
eTrust Intrusion Detection Network Windows NT

CyberSafe:
Centrax host engine Host AIX, Solaris, Windows NT/2000
Centrax network engine Network AIX, Solaris, Windows NT/2000

Enterasys Networks:
Dragon Sensor Network BSD, HP-UX, Linux, Solaris
Dragon Squire Host BSD, HP-UX, Linux, Solaris

Hiverworld:
Armor Network Appliance

Intrusion.com:
SecureNet Pro Network Linux 
Kane Security Enterprise Host Solaris, Cisco IOS, Cisco Secure IDS,

Check Point FireWall-1, 
RealSecure, Windows NT

Internet Security Systems:
RealSecure Server Sensor Hybrid Windows NT
RealSecure OS Sensor Host AIX, HP-UX, Solaris, Windows NT
RealSecure Network Sensor Network Solaris, Windows NT

Network Associates:
CyberCop Monitor Hybrid Windows NT

Network ICE:
BlackICE Sentry Network Windows NT

Network Flight Recorder:
NFR Network Appliance

Free:
Snort Network Unix
Pakemon Network Unix
Shadow Network Unix
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