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Your Web presence has grown over the
past five years. Shouldn’t your authen-
tication and authorization system be
g rowing with it? To d a y ’s high-perf o r-

mance Web-based policy-management
solutions are secure, scalable, easy to
manage and designed for thousands of
users in a distributed enviro n m e n t —
not just dozens accessing a single
s e rv e r. 

Although custom modules can be
built in any language, and can use SSL
( S e c u re Sockets Layer) to secure pass-
w o rd transmission and LDAP to man-
age user accounts, the scripts are diff i-
cult to manage and slow to process, and
they lack strong security for storing
p a s s w o rds. In contrast, commerc i a l
Web-based policy-management pack-
ages provide a strong alternative to cus-
tom authentication modules for in-
tranet, Internet and extranet
a p p l i c a t i o n s .

We tested five Web-based policy-

management packages. Each boasts of
having perf o rmance, management,
scalability, security and reliability. And
all take advantage of SSO (single sign-
on) so users can authenticate just once
and access multiple re s o u rces within
the same or external domains. In most
cases, our tests showed that the pro d-
ucts could handle 100,000 connections
per hour without a perf o rmance hit.
The packages do this by using a dele-
gated (decentralized) authority model,
which allows an organization to assign
various administrative and user levels.

Most of the products offer several
layers of security, including:

» User authentication b e f o re a re-
quest reaches the Web service.

» Communication encryption.
» Storage for e n c rypted password s

F E AT U R E

ONLINE SPECIAL
Traditional password-only security is not
enough these days. Novell’s Modular
Authentication Service fills the gaps by
providing an array of additional
authentication methods. Find out how to
use this extra muscle in your network at
www.nwc.com/1211/1211rd3.html.

And for tips on developing an
authentication policy for your enterprise,
go to www.nwc.com/1211/1211rd2.html.
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W E B - B A S E D  P O L I C Y- M A N A G E M E N T T O O L F E AT U R E S

Baltimore Technologies Entegrity Solutions Entrust Technologies OpenNetwork Technologies Securant Technologies

SelectAccess AssureAccess 1.2 getAccess 4.5 DirectorySmart ClearTrust SecureControl 4.5

General features:

Web servers supported: Microsoft IIS/Apache/Netscape Y/Y/Y/Y Y/N/Y/Y Y/Y/Y/Y Y/N/N/Y Y/Y/Y/Y

Enterprise Server/iPlanet

Operating systems supported: Y/Y/Y(Solaris 8)/ Y/Y/Y/N/Y/N Y/Y/Y/N/Y/Y(IBM AIX) Y/Y/Y/N/N/Y(IBM AIX) Y/Y/Y/N/Y/N

Win NT/Win 2000/Sun Solaris/Linux/HP-UX/other Y (Red Hat)/N/N

Installation wizards available Y Y Y Y Y

Directory store integration: N/N/N/Y/ N/N/Y/Y/N Y/Y/Y/Y/Y(IBM RACF) N/N/N/Y/N N/N/Y/Y/

RADIUS/NDS/ Win NT/LDAP/other Y (ACE directory) Y (Microsoft Active Directory)

Customized policy-based access support Y Y Y Y Y

Management:

Web-based management client available Y Y Y Y Y

Java management client available Y N N N Y

Ability to search for existing Web servers Y N Y N N

Ability to spider current Web site files on secured servers Y N N N N

Support for Web page personalization based on user ID Y Y Y Y Y

User and group management support Y Y Y Y Y

User and group template support Y N Y Y N

Tiered administration support Y Y Y Y Y

Security:

Authentication methods supported: Y (directory sync)/ Y/Y/N/Y/Y Y/Y/Y/Y/Y(Entrust/ N/Y/Y/Y/N Y/Y/Y/Y/Y

Win NT/LDAP/RSASecurID/digital certificates/custom Y/Y/Y/Y TruePass, Entrust/Direct,

Cyber-Sign, IBM RACF, Secure

Computing SafeWord, RADIUS)

Form-based login support Y Y Y Y Y

SSO support Y Y Y Y Y

Centralized logging N Y Y Y Y

Custom reporting N Y Y N Y

Firewall integration N N N N Y (Opsec-certified

with Check Point)

Intrusion detection for specific attacks N N Y Y Y

Method for securing interprocesses SSL SSL SSL SSL SSL

PKI-system interoperability Y (any) Y (any) Y (any) Y (any) Y (any)

Graded authentication support Y N Y N Y
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