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The Internet and e-mail have bro u g h t
enterprises vast productivity gains.
With this increased output, however,
has come increased risk—of harass-
ment, lost pro d u c t i v i t y, even corpo-
rate espionage. The first step to mak-
ing Web and e-mail access work for

your business is to develop policies
a d d ressing privacy and defining ac-
ceptable Internet use. Once your
company has these rules in place, it
falls to you to put some teeth in them.
To that end, we invited makers of
content-monitoring tools to show us
their stuff .

Content-monitoring devices col-
lect Internet traffic or packets in a

continuous manner using a pro m i s c u-
ous-mode NIC. After the traffic is
collected, it’s analyzed and re p o rt e d
by IP traffic type using TCP port s —
for example, Port 21 for FTP, Port
25 for SMTP, Port 80 for HTTP—
and content.  Monitoring devices
identify content by subject matter,
us ing pro p r i e t a ry  l inguist ic  and
mathematical algorithms to searc h

COVER STORY

C O N T E N T- M O N I T O R F E AT U R E S

Elron Software Pearl Software SurfControl Trisys
IM Web Inspector 5.1.3/ eSniff Pearl Echo 4.0 Global SuperScout Web Filter 3.0.3/ Insight Server 1.02/

IM Message Inspector 3.0.3 1100 2.3 Internet Management Email Filter 3.0 Insight Client 1.0.1.1

Installation:

Platform support Windows NT 4/2000 Linux Windows NT 4/2000 Windows NT 4/2000 Windows NT 4/2000

Directory support Windows NT domain N Windows NT domain, Windows NT domain N
Active Directory

Application support Microsoft Exchange N/A N/A Microsoft Exchange, Lotus All PC processes1

Database support Microsoft Data Engine, MS-SQL N/A Microsoft Access, MS-SQL, Oracle Microsoft Access, MS-SQL Microsoft Data Engine, MS-SQL

Configuration:

Pass-by/pass-through mode Y/Y Y/Y Y/N Y/Y N/A

Ignore URLs Y Y Y Y Y

Ignore e-mail addresses’ users Y Y Y Y Y

View/edit default keywords Y N N/A N N/A

Add new keywords Y Y Y Y N/A

Monitoring:

HTTP Y Y Y Y Y

POP3 Y Y Y Y Y

SMTP Y Y Y Y Y

Internet chat N Y Y Y Y

FTP Y Y Y Y Y

Telnet Y Y N Y Y

Instant messenger N N Y N Y

NNTP Y N Y Y Y

MAPI Y N N N Y

Management:

Web-based management Y Y N Y2 Y

Category/dictionary auto updates N/A Y N Y N/A

Distributed administration Y Y Y N Y

Change control/audit trails Y N N N N

Archive tools Y Y Y Y Y

Configure alerts Y N N Y N

Reporting:

Web-based reporting Y Y N Y3 Y

Real-time monitoring Y N Y Y Y

Traffic volume total/by category/by user Y/Y/Y Y/Y/Y N/Y/Y Y/Y/Y Y/Y/Y

User volume total/by category Y/Y Y/Y Y/N Y/Y Y/Y

HTTP/e-mail content N/Y Y/Y N/Y N/Y N/N

Cost analysis Y N N Y N

Customizable reports Y N Y4 Y Y

Capacity test (1,000 URLs requested 99% 96% 99% 100% N/A
in one to two minutes)

Price (per user for 1,000 users) $32 $10 $30 $34 Starts at $1,000/10 users

Y  = Y E S     N  = N O     1Providing user interface on Windows 95/98/NT/2000. 2Only Email Filter uses Web-based management. 3Only Web Filter uses Web-based reporting. 4Data must be exported for detailed, customized reporting.


