
Have you ever taken the
time to read a Web site’s pri-
vacy policies? Wo u l d n ’t it be
m o re efficient if the p o l i c i e s
could be matched to your
p re f e rences automatically? 

The World Wide We b
C o n s o rtium (W3C) is devel-
oping a standard, Platform
for Privacy Pre f e rences Pro-
ject (P3P), that will let We b
sites communicate their pri-
vacy practices to end users
(see w w w. w 3 . o rg / T R / P 3 P) .
UAs (user agents) built into
b rowsers and other Intern e t
applications will be able to
read this format automati-
c a l l y. If a site’s privacy prac-
tices are not in agre e m e n t
with individual, user- s e t
p re f e re n c e s, the discre p a n-
cies will be d i s p l a y e d. P3P’s
goal is to build trust between
users and Web site operators
without requiring users to
read and interpret the site’s
privacy policies. However, it
holds no guarantees that
sites adhere to the policies
(see “Monitoring and Pri-
vacy: Is Your Head Still in
the Sand?” at w w w. n w c .
c o m / 1 2 1 3 / 1 2 1 3 f 1 . h t m l).

P3P does not have the
f o rce of law, but it does com-
plement legislative eff o rts to
p rotect privacy. It also does
not secure personal data in
transit or storage, and leaves
data-transfer mechanisms
for future revisions (for a
critical take 
on P3P, see w w w. e p i c . o rg /
re p o rt s / p re t t y p o o r p r i v a c y. h t m l ).
Despite these limitations, 
many org a n i z a t i o n s — i n-
cluding Akamai Te c h n o l o-
gies, America Online,
AT & T, Hewlett-Packard ,
IBM, IDcide, Micro s o f t ,
Netscape and Tru s t e — s e e
P3P as a step toward pro-
tecting privacy on the Inter-
net (see w w w. w 3 .o rg / P 3 P /
i m p l e m e n t a t i o n s) .

THE P3P PROMISE
P3P comprises a standard-
ized set of questions for
privacy policies that, when
a n s w e red, give a user a clear
view of how a site collects
and uses personal inform a-
tion without that user’s re a d-
ing a detailed policy. P3P
p rovides a way for sites 
to encode data-collection
and data-use practices in
a machine-readable XML 
(Extensible Markup Lan-
guage) format, known as a
P3P policy. P3P policies can
be retrieved and interpre t e d
automatically by UAs incor-
porated into bro w s e r s .

The P3P specification
t r a n s f o rms human-re a d a b l e
privacy policies into ma-
c h i n e - readable policies using
XML. A P3P policy identi-
fies an entity responsible for
the privacy policy, details the
types of data collected by the
entity and explains how the
data is used. It also identifies
data recipients and makes
other disclosures pert i n e n t
to privacy, such as a dispute-
resolution process and the
location of the site’s human-
readable privacy policy. P3P
p o l i c i e s a re aff i rmative, stat-
ing what they do, not what
they don’t do. 

UAs that parse P3P poli-
cies can be built into b ro w -
sers, browser plug-ins or
p roxy servers. They also can
be implemented as Java 
applets or JavaScript and 
included with electronic wal-
lets or other data-manage-
ment tools. UAs fetch (g e t) a
P3P policy and compare it
w i t h p re f e rences configure d
by the user; pre f e rences are
e x p ressed in APPEL, a P3P
P re f e rences Exchange Lan-
guage (see w w w. w 3 . o rg / T R /
P 3 P - p re f e re n c e s) .

If the policy is consistent
with the user’s pre f e re n c e
and the proposed transfer

complies with the stated pol-
i c y, the UA authorizes the
transfer of data. Otherw i s e ,
the user is informed of the
d i s c repancy and given the
option of releasing the data.
UAs can play sounds, display
symbols and even generate
dialog boxes to inform users
that a privacy policy is con-
sistent or inconsistent with
set pre f e rences. 

L e t ’s say I’m using a P3P-
enabled browser and surf to
s y r- re a l - w o r l d . c o m to sub-

scribe to a newsletter about
NE T W O R K CO M P U T I N G’s
labs. The site has placed 
a link to a P3P policy—
<link re l = “ p 3 p v 1 ” h re f = “ h t t p : / /
w w w. s y r- re a l w o r l d . c o m / P 3 P /
p r i v a c y. x m l ” >—in the sourc e
code of each page and col-
lects information by re a d i n g
cookies and access logs. My
b rowser fetches the P3P pol-
i c y, parses it and compare s
the policy with my pre c o n-
f i g u red pre f e rences. If my
p re f e rences find cookies and
data gathered from access
logs acceptable, the page dis-
plays norm a l l y. If not, a pop-
up box warns me that the
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S A M P L E  P 3 P P O L I C Y

<POLICY xmlns="http://www.w3.org/2000/12/P3Pv1"

discuri="http://www.syr-real-world.com/privacy.htm">

<ENTITY>

<DATA-GROUP>

<DATA ref="#business.name">Syracuse Real World Lab</DATA>

<DATA ref="#business.contact-info.postal.street">Center for Science and Technology </DATA>

<DATA ref="#business.contact-info.postal.city">Syracuse</DATA>

<DATA ref="#business.contact-info.postal.stateprov">NY</DATA>

<DATA ref="#business.contact-info.postal.postalcode">13244</DATA>

<DATA ref="#business.contact-info.postal.country">USA</DATA>

<DATA ref="#business.contact-info.online.email">sdoherty@nwc.com</DATA>

<DATA ref="#business.contact-info.telecom.telephone.intcode">1</DATA>

<DATA ref="#business.contact-info.telecom.telephone.loccode">315</DATA>

<DATA ref="#business.contact-info.telecom.telephone.number">443-2577</DATA>

</DATA-GROUP>

</ENTITY>

<ACCESS><none/></ACCESS>

<DISPUTES-GROUP>

<DISPUTES resolution-type="law"

service="http://www.adr.org/law/statutes/new_york_statute.html"

short-description="New York Arbitration Law">

<REMEDIES><correct/></REMEDIES>

</DISPUTES>

</DISPUTES-GROUP>

<STATEMENT>

<PURPOSE><admin/><develop/></PURPOSE>

<RECIPIENT><ours/></RECIPIENT>

<RETENTION><stated-purpose/></RETENTION> 

<DATA-GROUP>

<DATA ref="#dynamic.clickstream"/>

<DATA ref="#dynamic.http"/>

</DATA-GROUP>

</STATEMENT>

</POLICY>


