
took a little getting used to, but once
we got past the initial learning curve,
we ended up liking it. The network
graphical map is more than just eye
candy—it’s helpful in seeing the layout
of the network and your encryption
domains. Setting up mesh VPNs is a
relatively easy process, though Avaya’s
product does it better.

Check Point’s device has a few
things going for it that the other prod-
ucts we tested don’t. The company has
tightly bundled a personal firewall in
SecureClient, which is controllable

from the same management interface,
and provides centralized management
of multiple gateways. Check Point is
also the only vendor to offer a GUI
wizard for creating custom client dis-
tributions. We simply launched the
SecureClient Packaging Tool, specified
a few options in the GUI and the loca-
tion of the SecureClient binary, and
the wizard generated the installer.
Check Point includes an integrated
certificate authority that can be used to
configure the remote clients without
using preshared secrets. Typically, you
need to purchase the CA separately.

However, Check Point’s solution
has some drawbacks. If you want to

assign an internal IP address to a VPN
user, you need to install Office Mode, a
free add-on module. Yet only Windows
2000 clients can take advantage of this
feature. You also can’t use L2TP or
PPTP. And SecureClient is licensed on
a per-user basis, which can get costly as
the number of users increases. In all
fairness, Check Point does offer Secure-
Remote, which is free for unlimited
distribution but does not support the
personal firewall or Office Mode. 

The VPN-1’s log viewer does a
decent job telling you what’s wrong,
though not necessarily how to fix it.
We ran into some trouble when set-
ting up the test system—tunnels didn’t
come up, and there was no notifica-
tion as to why not. You can get addi-
tional information by logging into the
VPN gateway directly. From there,
you can see the source and destination
addresses and ports of each packet, as
well as pipe this output through grep
to make it easier to sort through.

Check Point VPN-1 Next Generation
Feature Pack 1 running VPN-1 
SecureClient, Check Point Software 
Technologies, (800) 429-4391, (650)
628-2000. www.checkpoint.com or 
info@checkpoint.com

Michael J. DeMaria is an associate tech-
nology editor based at NETWORK COM-
PUTING’s Syracuse University Real-World
Labs®. Send your comments on this article
to him at mdemaria@nwc.com. 
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WEB LINKS

NC

V P N  S O L U T I O N F E AT U R E S

Avaya Check Point Cisco Nortel

Hardware VSU 7500 VPN-1 Next Generation Cisco VPN 3030 Contivity VPN 4600
Feature Pack 1 on Dell Concentrator

Precision 530

Client software VPNremote Client 4.0 VPN-1 SecureClient Cisco VPN Client 3.5 Contivity VPN Client 4.0

Management software VPNmanager software VPN-1 Management Cisco VPN concentrator Contivity VPN Switch
management Management

Client software:

Reboot to install N Y Y Y

Microsoft Windows 98/2000/XP Y/Y/Y Y/Y/Y Y/Y/Y Y/Y/Y

Apple Mac OS 9/OS X N/N Y/N N/Y Y/N

Linux/Sun Solaris N/N N/N Y/Y Y/Y

Other platform(s) None None Windows CE, Palm OS Windows CE, Palm OS,
IBM AIX, HP-UX

Supports UDP tunneling N Y Y Y

Locked-down client configuration Y Y Y Y

VPN device:

Encryption algorithms supported DES, 3DES DES, 3DES, AES (128-256), DES, 3DES DES, 3DES, AES 
FWZ, CAST-40

Interfaces supported 10/100/serial 10/100/1000/others 10/100 10/100 Ethernet, T1, X.21,
(depending on platform) V.35, serial, HSSI for T3,

modem, frame relay

Non-IP protocols Bridged/blocked Routed Blocked Blocked

VPN protocols supported IPsec IPsec IPsec, PPTP, L2TP IPsec, PPTP, L2TP, L2F

Key exchange protocols supported IKE IKE, FWZ IKE IKE

Certificate-revocation methods supported CRL CRL, CRDP CRL, LDAP CRL, CRDP

High availability Stateless Stateful Stateless Stateless

Management station:

Platforms supported Windows, Solaris Windows Web GUI Web GUI

Simultaneous management of multiple devices Y Y N N

SNMP support Y Y Y Y

Logging methods Traps, syslog, console Traps, syslog, Check Point Traps, syslog, console, Traps, syslog, console,
log entry FTP log log to disk

Price of VPN hardware/software $29,995 $17,814 $22,000 $50,000

Price of management server $995 $15,000 Free Free

Price for 1,000 clients Free $40,000 Free Free for Windows clients

Price for high-availability VPN with $60,985 $90,628 $44,000 $100,000
1,000 clients

Price per seat $60.99 $90.63 $44 $100
Y  =  Y E S     N  =  N O


