
its minimal filters and an unfriendly ad-
dress book cost it some points. In addi-
tion, it does not include a traffic-genera-
tion module.

One of LANdecoder32’s most promi-
nent screens is the large dashboard of
performance meters. Displaying current
utilization, frames and octets per sec-
ond, as well as errors, broadcasts and
multicasts, LANdecoder32 offers a de-
tailed overview of network performance
in a friendly screen. Short-term baseline
graphs of these functions also are avail-
able. And alarm thresholds can be ap-
plied to all parameters. However, alarm
actions are limited to logging and play-
ing a sound. During our utilization tests,
Triticom’s product accurately displayed

percent utilization and packets per sec-
ond (pps) up to our maximum of 96
percent at 4,394 pps.

LANdecoder32 offers very competi-
tive protocol decodes, but wading
through large capture buffers is slightly
less efficient than using the three-paned
windows found in NetXRay and Sur-
veyor. Although the interface displays
packet functions in the buffer window,
looking through individual packet de-
codes opens child windows. Scanning
through packets is accomplished using
arrow buttons at the top of the screen.
LANdecoder32’s decodes are handled by
a separate application, launched
through Windows95’s start menu or au-
tomatically following a capture. What’s

most useful, however, is the “Expert Di-
agnosis” button on the decoder’s tool-
bar. The expert diagnosis found several
unsuccessful NCP (Network Control
Program) operations, missing replies
and one-way TCP packets flows in the
capture buffer.

We found LANdecoder32’s filters
useful for specifying network-layer or
MAC addresses, in addition to some ap-
plication-layer protocols (by the guided
building of offset filters). But its filter
mechanism is not as evolved as those of
NetXRay and Surveyor. In fact, we were
extremely disappointed that LANde-
coder32 is not capable of creating exclu-
sion filters (excluding a specific MAC or
IP address or specific protocol), which in
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lthough each network analyzer’s marketing

literature presents a laundry list of supported

protocol decodes, we decided to take a closer

look at the depth of each unit’s protocol analy-

sis. We chose 20 common IP protocols and 11

common Novell NetWare/IntranetWare protocols

typically seen on today’s networks. After gener-

ating real conversations in each protocol, we ex-

amined the products’ decodes in search of use-

ful information.

Some products claim to support various pro-

tocols, but we found that many application-

level protocols were merely identified and not

actually decoded. For instance, The AG

Group’s EtherPeek and Network Instruments’

Observer did identify TCP protocols like HTTP

by port number in a TCP-layer decode, but they

did not decode the application-layer protocol.

The following table displays the actual de-

codes in the range of protocols we tested.

Just The Cold, Hard Facts, Ma’am 
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Tested Protocol Decodes
The AG Group Network General Network Instruments Shomiti Triticom

EtherPeek 2.0 (Beta) NetXRay 3.0 Observer 4.0e Surveyor 2.1 LANdecoder32 1.10
IP Suite:

FTP/HTTP/NNTP/telnet/X Windows ●/❍/❍/●/❍ ●/●/●/●/● ❍/❍/❍/❍/❍ ●/●/●/●/● ●/●/●/●/●

IMAP/LDAP/ POP3/SMTP ❍/❍/●/● ❍/●/●/● ❍/❍/❍/❍ ❍/❍/●/● ❍/❍/●/●

DNS/RIP/SNMP ●/●/● ●/●/● ❍/●/● ●/●/● ●/●/●

NetBIOS-SMB/NFS (v2)/RPC ●/●/● ●/●/● ●/●/● ●/●/● ●/●/●

ARP/DHCP/ICMP/TCP/UDP ●/●/●/●/● ●/●/●/●/● ●/❍/●/●/● ●/●/●/●/● ●/●/●/●/●

Novell (IPX) Suite:
NCP/Packet Burst/NetBIOS-SMB/SPX ●/❍/❍/● ●/●/●/❍ ●/❍/❍/● ●/●/●/● ●/●/●/●

NLSP/RIP/SAP ❍/●/● ●/●/● ❍/●/● ●/●/● ●/●/●

Diag/Serialize/SNMP/Watchdog ❍/❍/●/❍ ●/●/●/● ❍/❍/❍/● ❍/❍/❍/❍ ❍/●/❍/❍

Layer 3:
IP/IPX/AppleTalk/NetBEUI ●/●/●/● ●/●/●/● ●/●/●/● ●/●/●/● ●/●/●/●

● Yes     ❍ No


