
Desktop, which improved matters somewhat—
though we understand why experienced Tivoli ad-
ministrators still love the command line. The Win-
dows-based desktop opens many separate windows
and can be sluggish even under the best conditions.

Tivoli’s products were consistently the most ex-
pensive among those we evaluated and required
the strongest organizational commitment, but they
included the widest range of system and network
management options.

Computer
Associates ProtectIT
1.0, DirectIT 1.1
Although CA’s ProtectIT and
DirectIT products are “un-
bundled” from the broader
Unicenter TNG, they remain
very much a part of the
framework. Even when in-
stalled as standalone prod-
ucts, they each incorporate
the necessary components
of the larger framework,
and it’s essential for administrators to understand
Unicenter concepts and terminology to get the
most out of ProtectIT and DirectIT.

Unlike Tivoli, CA lacks a well-defined and doc-
umented methodology for mapping business
processes and system resources into its framework.
Tivoli explicitly defines its roles and groups as they
relate to business functions; CA is less rigid in its
application, offering you lots of freedom—or, per-
haps, enough rope with which to hang yourself.

Although they’re priced and packaged in line
with lower-end, shrink-wrapped products, ProtectIT
and DirectIT are anything but low end, especially re-
garding installation. The powerful open framework

is the defining feature of these products, which is
both a boon and a bane, as it may take far longer to
adopt and embrace them than you’d planned.

A recent SANS Institute Survey (www.sans.org) of
CA-Unicenter users found that administrators most
frequently were taken aback by the length and diffi-
culty of deployment. While we second this assess-
ment, we also came to appreciate the products’
unique power—and thus understand why many

users stick with them. Most
likely, though, you’ll seek as-
sistance from TNG experts be-
fore you’re ready for a rollout.

We took special note of
ProtectIT 1.0’s ability to ex-
tend the capabilities of native
operating systems. For exam-
ple, ProtectIT can use NT’s
Event Management compo-
nent to enforce password
composition rules not found
in NT. By coupling its excel-
lent event management and
correlation capabilities with a

Unicenter-specific WINLOGON process, you can cre-
ate a back-end service that verifies a pass-
word change at the time the
user makes it. ProtectIT uses
well-defined system hooks for
its code, belying competitors’
claims that ProtectIT fundamentally alters NT. The
product also keeps Unix /etc/password, NIS and
Windows NT SAM (Security Accounts Manager)
databases current, in the event that users decide to
uninstall the CA components.

User-Oriented ProtectIT controls users and re-
sources on a per-machine basis, but by itself doesn’t

provide consolidated user man-
agement via a common directory;
DirectIT handles this function.
DirectIT 1.1 uses a Microsoft Ex-
plorer-style interface to create a
single user object for which many
target accounts can be easily cre-
ated. It includes System Group
and User Role support. DirectIT is
not able to list all users assigned
to a given role nor all users with
access to a given system resource,
a shortcoming that also hinders
PLATINUM’s offering.
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From a single screen, Tivoli Enterprise’s
User Administration updates all attributes 
of multiple target systems, generating 
default entries automatically.

Security Management Frameworks: User Management
Computer Associates PLATINUM technology Tivoli Systems

DirectIT 1.1 ProVision AutoSecure Tivoli User
Enterprise Security Administration 3.6
Administration 1.2

Platforms Windows NT Unix, Unix, Windows
tested Windows NT NT, Novell NDS

Managed Unix (NIS and NIS+), Unix (NIS and NIS+), Unix (native /etc/pass-
platforms NT Domain, NT Domain, NDS, word and NIS), NT
(operating Microsoft Exchange MVS, LDAP Domain, NT Work-
system) station, NetWare

NDS, NetWare 3.x,
OS/390 Security Server,
AS/400, LDAP (Preview

release), Lotus Notes

These tools provide consolidated user account management for multiple operating systems.


